SolCyber

Our Core
Services

Introduction

SolCyber™ is here to help customers protect their businesses from modern security threats. Businesses,
whether large or small, face the same sophisticated adversaries. So, how do you defend against nation-
state attackers without a Fortune 500 security budget? By partnering with SolCyber.

We assist businesses in making intelligent decisions
to effectively defend their organizations against
attacks. Utilizing the right combination of tools,
services, and expertise, we deliver comprehensive
security that everyone can afford.

With SolCyber, our fully managed security program,
delivered as a subscription service, includes
everything you need to immediately enhance

your security posture and remain resilient. This
encompasses dedicated professionals overseeing our

The SolCyber
Security Journey

.

SECURITY
MONITORING

Reimagined MSSP
Experience

24x7 detection and response Security Operations
Center (SOC) and a precisely calibrated level of
technology for protection across the entire kill chain.

Our objective is to understand where you'e at in your
security journey and take you where you want to go.
You can jump right away to a fully managed program,
augment what you have with real human response or
simply replace your current MSSP noise machine.

SolCyber offers three core services, our flagship
Foundational Coverage, MDR++ and Security Monitoring.
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FOUNDATIONAL
COVERAGE

All-in-One Fully Managed
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Security Program
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MDR++

Putting the People
Back in MDR

Three service options to
align with where you’re at.

DATASHEET

Our Core Services | O1



FOUNDATIONAL COVERAGE

SolCyber’s Foundational Coverage provides
businesses with an all-in-one cybersecurity solution,
including curated technologies, licensing and 24x7
detection and response SOC coverage.

e Human-Led Response

e Phishing Simulation and Live Security Training
o Practical Vulnerability Management

o AD Assessment and Hardening

e Advanced Email Protection

e Endpoint Detection and Response

« DNS Protection

o User Behavioral Analytics

In addition to monitoring across all the
technologies in our curated stack, Foundational
Coverage also includes support for Active Directory,
Office 365, and G Suite.

SOLCYBER MDR++

SolCyber MDR++ is designed as a simplified service
to get you started on your security program
journey. It extends beyond traditional MDR services
giving you coverage across proactive posture
improvement, malware detection and response and
non-malware threat detection.

e Human-Led Response
e Live Security Training

o Expertise On-Demand
e Bundled ST1EDR

e Security Monitoring

As your risk profile changes and new compliance
regulations emerge, or as budgets open up to allow
for stronger risk mitigation, you can effortlessly
upgrade from MDR++ to our comprehensive
Foundational Coverage, ensuring a smooth
transition to a full security program.

CONTACT US

SECURITY MONITORING

If you have an existing MSSP service but want to
get onto the path of our fully managed security
program subscription, our Security Monitoring
service program provides a significantly better
experience than your current log monitoring service.

What you get:

o Tlyearlog retention

e Support for over 500 technologies

o Advanced analytics including user behavioral
analytics to highlight non-malware attacks
such as insider risk or credential abuse

o User-focus rather than IP/hostnames to make
alerts more actionable

Priced in buckets of 50 events per second (EPS), we'll
advise on which logs to send over to maximize your
detection efficacy. Just note that security monitoring
doesn’t include any response, so we can't help you

fix anything. We recommend looking at our SolCyber
MDR++ which includes security monitoring along with
full response and a world-class leading endpoint.
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Get in touch at hello@solcyber.com to speak to one of our security specialists to discuss the best
outcome for your organization. For more information on SolCyber, visit www.solcyber.com
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